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Installation Steps (ubuntu)
1.Ensure python is installed (check using ‚whereis python‛ 

or ‚python --version‛

2.Install pip using ‚apt-get -y install python-pip‛

3.Install awscli using pip by executing following command 

‚pip install awscli‛

4.AWS CLI will be installed with this and check by 

executing ‚aws help‛



CONFIGURING AWS CLI
1.Configure aws by using aws configure and enter the 

required details

2.To enable command line completion execute following 

command ‚complete -C ‘/usr/local/aws/completer’ aws 

complete -C aws_completer aws

1.Install aws-shell by executing ‚pip install aws-shell‛ 

and execute ‚aws-shell‛



SECURING CLI









CreDENTIAL ORDER OF PREFERENCE
1.Create an IAM Role for EC2 for s3 read-only access and 

launch ec2 instance with IAM Role

2.Execute command ‚aws ec2 describe-instances --region us-

west-2‛ and you will observe unauthorizedOperation

3.Set Environment Variables with ‚export 

AWS_ACCESS_KEY_ID=<accesskeyid>‛ and ‚export 

AWS_SECRET_ACCESS_KEY=<secret_key>‛ of IAM user who has 

access to ec2

4.Now execute the same command as in step2 and you should 

be able to see the results as Environment variables are 

first place where AWS checks for credentials



CreDENTIAL ORDER OF PREFERENCE (CONTD)
5. Now unset environment variables by ‚unset 

AWS_ACCESS_KEY_ID‛ and ‚unset AWS_SECRET_ACCESS_KEY‛ and 

execute the command in step 2 and you will get unauthorized 

error.

6. Now execute ‚aws configure‛ and provide IAM User access 

key and secret access key. Execute the CLI Command in step 2 

you should see the results 



Copying and 
SyNCing objects 

between S3 Buckets













Important Links
http://docs.amazonaws.cn/cli/latest/reference/glacier/index.h

tml#cli-aws-glacier

http://docs.amazonaws.cn/cli/latest/reference/s3/index.html

http://docs.amazonaws.cn/cli/latest/reference/s3api/index.htm

l

https://www.linkedin.com/pulse/how-scan-millions-files-aws-

s3-jishnu-kinwar
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